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11..    论论独独立立测测试试的的重重要要性性  

ӊ ̆ ҩ Ҿӊ ѝ ᵏ

ᶑ ̆ Ȃ ╒ ּ Ὠֳ̆ УҾ

ѝ ̆ ѝ ҩ ╒ȁ ╒̆ ̆

҂ᴳ ӹԏ ӊ έ Ȃ 

22..    值值得得信信赖赖的的测测试试机机构构  

ὤ ȁ а Ȃ ₥ эӝ ̆ḣ ᶕ

Юΰэ̔ 

- AV-Comparatives.org  ̂AVC̃  (www.av-comparatives.org) 

- AV-Test GmbH      (www.av-test.de) 

- CheckVir       (www.checkvir.com) 

- ICSA        (www.icsalabs.com) 

- VirusBulletin         ̂VB100̃  (www.virusbtn.com) 

- West Coast Labŝ ̃  (www.westcoastlabs.org) 

Ҿ ȁ ȁ а ӹԏת̆

ұУ Ȃ ᴔ Ԉ ԈЮ ᴐԈ ̔ 

ұ ̔AV-Comparatives.org ŶŸ AV-Test GmbH 

ұ ItW ̔VirusBulletin ŶŸ CheckVir  

̔     ICSA  ŶŸ  

ԏ а Ὧ Уэ ̆ а ̆

ѐ   Ȃ 

2.1 使用综合样本集的测试 

AV-Test GmbH б AV-Comparatives.org ᴳ 100 Ъ

Ȃч а ⁸ ̆ а ╗ὡ╖ Ȃ Ҿ

ꜛ ѐ ⁮ ⁮ Ȃ 

ľѝҩᴳ ̆ ⁞ Э Ŀ̆а ұ

ᴳ WildList̂ ̃ Ȃ 

У ̆ ᴉ ⁮ ︠‍ ̆ ὲ

ӹ ̆ ₥ [1]Ȃ 
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2.1.1   AV-Comparatives.org 

Andreas Clementi ӹ ȂAV-Comparatives.org 

ӱҮ ӊ ̆ 2004 Э Ὠֳ Ὠ Ȃӹԏ

ш ‡ ̂ Ьэ ̃̆ ѝ 16-18 ӊ ̆

Ҿӊ ұ Ю̆ ұ 85˿Ȃ 

ὁ ᵏὯұ б Ȃ 

AV-Comparatives.org ֶ ̆ꜛ аת̂ ұ̃ Юΰ ̔

ȁ ₥ [1] ₥

ȁ ȁ ȁ ̆ Ȃ 

AV-Comparatives.org ֶ аѨ̆ ὲӹж

Ȃ AV-Comparatives ‍ Ь ̔ Standard̆ Advanced

Advanced+Ȃ 

̔http://www.av-comparatives.org 

2.1.2   AV-Test GmbH 

Andreas Marx ȂAV-Test GmbH ӱҮ ӊ

̂ Ὧ ὤӊ ̃ ȂAV-Test GmbH

̆ AV-TestԆ Ὠ̆ ұꜛ ȁ

ᴇȂ 

AV-Test GmbH ὤ ӊ ѐ Ȃ эа Э

ӊ ὤ ̆ ꜛ аת̂ ұ̃ ȁ / ȁ

б ȁItW ȁ ȁ

Ȃὲ Ὠ ת̆ ӻ Ȃ

Э ὲת̆⁮ ₥а ᵏЮ Ȃ 

̔http://www.av-test.de 

AV-Comparatives.org б AV-Test GmbH ᴳ ̆

Ὠ ̆ ἵ ̆R ӹԏ ᵏӊ

Ȃ 

2.2 以 WildList 样本集为主的测试 

The WildList̂ (̃http://www.wildlist.org)ꜛ ҩй ᾃ

ּ ȂWildList У ת̆ ֶ ΰэ ̆

Э Ѯ₥ ΰэ Ҿ Ȃ 

http://www.av-comparatives.org/
http://www.av-test.de/
http://www.wildlist.org/
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WildList ў ꜛ ̆ з ш

נ ȂWildCorê ̃ ұ Ҿ ̆ὲ

̂ꜛ AV-Comparatives ᾃ̃ ⁮ ̆ ᴳ ᴳ ⁸

ὁֶ ⁮ҾḶ Ȃת ̆֗ ᴉִ ӊ ╒ ITŴ

̃ Ȃ 

2.2.1   VirusBulletin  

VB100  John Hawes ̆ а Э Ȃ 

╗ ӊ ֶ VB ὲ̆ѐў ֶ

   Wildlist̂ ‟ ̃ѐȂὲӹ ̆Ө ұ

̆ аֶ ӊ Ԉ VB100 ȂVB100

ӨӨ ӊ б а VirusBulletin

ᾳЮ ⁮ὤ ItW Ȃ 

ꜛ ᾃ Ὠ Virus Bulletin Э̆

֓ 175 ἷȂ ‒ ὲӹ ȁ‍ УҾ

ȂVB100 ‫ Ԉ Эὁ ̂ ὁ

ᾊ̃̆ ὲ Ὧ ҂ Ԉ Э ⁮Ȃ 

̔http://www.virusbulletin.com 

2.2.2   CChheecckkVVii rr  

 Ferenc Leitold ȂCheckVir WildList̂

‟ ̃ ̂ὲѐ 80% ұ

ЬэWildList̆  20% ֗ WildList̃Ȃ 

ῆ ӊ ⁮ ᴳ ̆ ⁮

̆ӊ ᶢ ֒Ȃ 

̔http://www.checkvir.com 

2.3 认认证证机机构构 

Ԉѝ ӊ ᴳ ῆ̆ а

Ȃ ת̆ Ѭа Ȃ

ὲ ᴉ ̔ 

ᾃ ̂ ₥̃ Ҿ ‮ ̂ ԏаᵳ έᴇ

̃̆ ѝ ‍ᶕ ῆ Ȃ 

ѝҩ ὁ ԏ ‮ ‍̆ Ԉ ѐ а⁮ Ὧᾃ Ȃ

http://www.virusbulletin.com/
http://www.checkvir.com/


Anti-Virus Testing Websites (2007 ) ï (c) 2007 ᴐ ̔Andreas Clementi 

- 5 - 

ұ ҩ ֒  WildList ᵩ ̆

ѝ УЮ VirusBulletin  CheckVir ̆ ѝӹԏ У

̆ ꜛ ӊ Ȃ 

Ю ⁮ чэ I̔CSA б ̆ ҩ ж

̂ᴿ ̔ ֒ȁ ȁ ת̆( ԏ ӨὯ ὲ

ѐ Ȃӹԏ ҂ ᵏ  WildList Ȃ 

2.3.1   ICSA Labs 

ľICSA ӊ бὲ‍ ῆ̆ ӊ ꜛ

Ὧ ֒ ӊ ⁸ ̆

ῆа ֒ȁ ֒ȁ ȁ ὲӹ УҾ

⁸ ȂĿ 

ӊ ̂ ̃ ⁮ WildList ὤ ̆

ľZooĿSamplê ̃ѐ 90˿ԈЭ Ȃа ӝ ѐᴳ

ľZooĿ ⁮ ȂICSA ‟  ╖ ӊ

̆ ᵏ ӊ Ὧᶕ Ȃ 

̔http://www.icsalabs.com 

2.3.2    

 Chris Thomas Ȃ ̂West Coast Labs̃б

ICSA У ̆ Уэ ӊ Ȃ  

ľУэӊ У ̆ ⁮ WildListᾃ

ȂĿľ У ӊ ֶ ļIn the WildĽ‟ ᾃ

̆ Ἴұӊ ₥чэ WildListѐȂĿ 

ľ ӊ ̆ ѝὲὁ У ‫ Ѯ̆

Ȃ ұ ӊ ȂĿ 

ľ ү ӊ У ֒Ю̆

ת ᶢ ֒ ᶢ ȂĿľ ѐ 12

ᶢ ȂĿ 

ֶ ҩ ̆ ‟  ӊ Ԉ̆

Ὧӊ ₥ Ȃ 

̔http://www.westcoastlabs.org 

http://www.icsalabs.com/
http://www.westcoastlabs.org/
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2.4 杂杂志志测测试试 

а ‟ὡ ᶕ ̆ ѝ ̆ ᶕ

ұ ̆ ᾱұ ⁮ ̂ AV-Test 

GmbH   AV-Comparatives.org̃ Ȃ

ֶ ֓ὲӹ ӊ ̔ӊ ֓ ȁ ȁ ȁ

̆ бԈЭў ‍Ȃ ѝӣѫ

̆УҾ ֶ  а Ȃ 

Ѯ̆ У‎ Ѯѐ ̆ ѝ Ȃ

У а ұ ⁮ ⁹ ̆ Ьэ Ѯ ҩȂ 

ѐ ᾳ ұ ѐᴳ DIY Ȃ

аת Ԇ ̆ з Э҂ ̂

ὲѐ ֒̃Ȃ 

2.5 学术测试 

̆ ₥ Ӱ У ת̆

Ю ‟ ὲѐ ѝӝ ΰэ Ȃ 

2.5.1   ѐ  

 Klaus Brunnstein ӹ ԏ ̂Vaseline Bontchev ҂

ᴐ̃Ȃ ҩ︠ ̂ӱ 1994 2004 ⁮ҩת̆( 2004

̆ ұ Klaus Brunnstein ὲӹ ᴐ ̆ ṃ ҩ Ȃ 

̆ ӑ ὲ ұ

ᴉ ѐᴳ ̆ а ұᴳ э

Ȃ 

У ̆ ѐӰ УҾа

֒̂ ѐ҂ ̃̆ а

э ӊ Ȃа ұὲִ ăVTC Ӱ

Ȃ 

̔http://agn-www.informatik.uni-hamburg.de/vtc 

2.5.2 ᴝ [2]
 

 Marko Helenius Ȃ ₥ ֗ᴉ ӊ

ה ת̆ ֒ἵ ̆ӹԏ ӹԏ ‍ Ȃ 

http://agn-www.informatik.uni-hamburg.de/vtc
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̔http://www.uta.fi/laitokset/virus 

2.5.3 ╒  

ӊ ѐ ̆ ╒

Ȃӹԏ ӱа ў ЭὨ ̆ а ̆ э ѱנ₥

ҩȂ 

2.5.4 [3] 

ұΰ ₥  AV-Test.de GmbH Ὠ Ȃ 

̔http://www.av-test.de 

2.5.5 Ἷ [4] 

₥  AV-Comparatives.org Ȃ 

̔http://www.av-comparatives.org 

33..  缺缺乏乏可可信信度度的的测测试试或或有有漏漏洞洞的的测测试试  

а ̆ Э ּ ̆ Ҿ ⁸ ̆ Ҿ‡

ұ ȂЮ ѡΰэ ѝӝ ᴿ ̔ 

3.1 VXers 开展的测试 

VXer Ҿ бӹӝӇ ӝ̆  

VXers ӨӨ ̆ӹԏ ‍ Ȃ 

3.1.1 Virus.gr  

Virus.gr У ѝ VirusP̂Antony Petrakis̃ Ȃ 

VirusP У Ȃ Ҿ ѐ̆ ╖ ⁮

̆ ӊ ҂ У ̆ ԏ ֶ

Ȃ ᴳ ֒ Ȃ 

, ұ Ӈ ֒̆ ᾃᴳ У

ֶ֒ έ ִ□̆ ҂ֶ ⁮ Ȃ ₥ פֿ

ΰ ҩ̆  VirusP ѝӹ ᴐ╡╒Ȃ 

http://www.uta.fi/laitokset/virus
http://www.av-test.de/
http://www.av-comparatives.org/
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3.2 受商业利益和关系影响的测试 

3.2.1 TopTenReviews, 6starreviews & No1reviews 

ҩ ľ Ŀ ᴉ Ȃ 

ľŀŀ Ҿӝ Ѯ Ȃ ᴔӷ ₥ҷ ļ ₂ ғĽ ̆

ᴔֶ ὲѐ ꜛ Уэ IDȂ ᴐ У

Ӈ ѐֶ 20˿ ŀŀᴐ 15   ӹԏ╗ὡֵטὯ

ȂУҾ ṁ ҩ ̆УҾ Ȃ ӹ ֶ Э Ҿ ŀŀ

Эа ӊ ӹת̆ ұ ӊ ұ Ȃ Ԉ

ᴔ ⁮ ̆ Ȃὲ ᴐ ̆

֒ ұ ԈҩȂ ὲ̆ ᾃ ӊ

Ȃ а ᶕ Ҿ ŀŀĿ 

3.3 由用户/缺乏经验者开展的测试 

ȁ Эᴔ Ԉ ⁮ а ֒ Ȃа

̆ Ҿ ұὲᴳ ȁ ‍ ̂ὲѐꜛ ֒̃̆

╗Ѯᴔ ҩ ̂ Ҿ ֒Ὠ ̃̆ э

а Ȃ ҂ ұ Ҿ ԏṝ Ȃ 

3.3.1 Malware-Test 

Malware-test[5] ᴳ ľ Ŀ̆ ╖ ⁮ ̆

ӊ У ̆ ҂ Ȃ ̆

֒Ю а ̂

12˿̃Ȃ ᴇ ̆ э Ἱ ҩ Ȃ 

3.3.2 Consumer Reports 

2006 C̆onsumer Reports[6] У֙ ὤ ̆ ᴳ

ҩ … 5500֙ ̆ ѝ ╒ У

ֳὔ ȂAV-Test GmbH   AV-Comparatives.org ᴳ

̂₥ ̃ ╒ ̆ ֙ ҩ

Ҿ ȁ ҩ Ȃ 

֒Ү ұ ̔ ᴳ ұ ̆ ҂а

ᶕȂ ԏ Ὠ Ȃӹԏ

ᴃ ̆ Ὧ ֓ ̆ ᴐ ╗ ѓ ̆
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╒ Ȃ 

3.3.3  ұ  

Ю ̔: 

- Э з ╖ ⁮ Ȃ 

- ўᴇ ֒ ὲӹ έȂ 

- ̆ Э ṁ⁮ Ȃ 

- ⁞ұ ӊ Ȃ 

44..  结结论论  

а ᶕУ Ѯ ̆ У ᾃ̆ ΰ ̆

ӱ ӊ Ȃ эӝ ᴳ ӊ ӱ̆

ȁ ȁὸ ̆ ṁ ″ Ȃ 

̆ ̆ Ю ̔ 

1. ᴉ̙ ‍ Ԇ ҩӣѫ̙ 

2. ? ӹ ȁ Ὧ

̙ 

3. ѐ ꜛ ֒̆ ὲӹ ‍ ὤ έ ̙

Ԉ Ҿ ӹԏ ̙ 

4. ̙ ̙

⁮ҩ Ԉᵳ ̙ 

5. ᴳ ̙ ӊ ᴳ ̙ 

6. ᴉ ̙ ̙ 

7. ӊ Ю ̙ У ̙ 

8. ᴉ ̙ Ὠ ̙ ⁮

ӝ ̙ 

9. ӱ ѐ ⁮ ̙ 

10. ӣѫ̙ ᾃ ӣѫ̙ ҩӣѫ̙ 
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ὁ  

  ұ AV-ComparativesȂ 

֗ᴉὨ   Ԉὤ ̆ ‍ ֗ᴉ ᴳ ѐ ⁮

‍̆   ₥ ⁮ AV-Comparatives ҉ Ȃ ұ ѐ

Ὧ ̆AV-Comparativesбὲ а ֗ᴉ ֗Ȃ 

ԏ ᶑ ֗ AV-Comparatives ת̆

ᴉԆ , а Ȃ ֗ᴉ ᾃ ̆ ԏ

ᶑὲ ̆ Ȃ 

֗ᴉ б… ȁ⁸ᴐ ὲӹӝ , ұᴳ ᴳ

ᵏ ╘ȁ ҉ Ὧ ,Ԉ ӊ

,а ֗ᴉ ֗Ȃ 

 

Andreas Clementi, AV-Comparatives  
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